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These sample rules can be modified to reflect local needs and practices.  However , if 
"#$"%&'%()*+,-&'.*"+&/*+0&1*+%2+%-*+"&034*5+6*+/*,200*'1+/*)(*6+$7+%-*+82&/19"+4*.&4+
counsel prior to adoption. 
 
All annotations and notes in the sample rules should be removed prior to adoption. 

 
 

ST UD E N T C O MPU T E R A ND IN T E RN E T USE RU L ES 
 
All students are responsible for their actions and activities involving school unit computers, 
network and Internet services, and for their computer files, passwords and accounts.  These rules 
pr!"#$%&'%(%)*+&',#$*(-%&-!(-%)(#('&./%&,0%&!1&./%&0-/!!+&,(#.20&-!34,.%)0 and examples of 
prohibited uses.  The rules do not attempt to describe every possible prohibited activity by 
students.  Students, parents and school staff who have questions about whether a particular 
activity is prohibited are encouraged to contact a building administrator [or other appropriate 
administrator]. These rules apply to all school computers and all school-provided laptops 
wherever used, and all uses of school servers, Internet access and networks regardless of how 
they are accessed.  
 
A . Acceptable Use  

 
1. T/%&0-/!!+&,(#.20&-!34,.%)05&network and Internet services are provided for 

%$,-*.#!(*+&4,)4!0%0&*($&)%0%*)-/&-!(0#0.%(.&6#./&./%&0-/!!+&,(#.20&%$,-*.#!(*+&
mission, curriculum and instructional goals. 

 
2. Students must comply with all Board policies, school rules and expectations 

concerning student conduct and communications when using school computers, 
whether on or off school property. 

 
3. Students also must comply with all specific instructions from school staff and 

volunteers when using ./%&0-/!!+&,(#.20&-!34,.%)0. 
 
B . Prohibited Uses  
 
 Unacceptable uses of school unit computers include, but are not limited to, the following: 
 

1. Accessing or Communicating Inappropriate Materials !  Students may not 
access, submit, post, publish, forward, download, scan or display defamatory, 
abusive, obscene, vulgar, sexually explicit, sexually suggestive, threatening, 
discriminatory, harassing, bullying and/or illegal materials or messages. 

 
2. I llegal Activities !  Students may not use ./%&0-/!!+&,(#.20&-!34,.%)05&network and 

Internet services for any illegal activity or in violation of any Board policy/procedure 
or school rules.  The school unit assumes no responsibility for illegal activities of 
students while using school computers. 

  
3. V iolating Copyrights or Software L icenses !  Students may not copy, download or 

share any type of copyrighted materials (including music or films) without the 
!6(%)20&4%)3#00#!(; or copy or download software without the express authorization 
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of the Technology Coordinator.  Unauthorized copying of software is illegal and may 
subject the copier to substantial civil and criminal penalties.  The school unit assumes 
no responsibility for copyright or licensing violations by students.  N O T E : If school 
unit has a copyright policy, include: See Board policy/procedure EGAD – 
Copyright Compliance. 

 
4. Plagiarism !  Students may not represent as their own work any materials obtained on 

the Internet (such as term papers, articles, music, etc).  When Internet sources are 
used in student work, the author, publisher and web site must be identified.  N O T E :   
I f there is a Board policy or school rules concerning plagiarism or academic 
integrity, a reference should be included in Paragraph #4. 

 
5. Use for Non-School-Related Purposes - 70#('&./%&0-/!!+&,(#.20&-!34,.%)05&network 

and Internet services for any personal reasons not connected with the educational 
program or school assignments. 

 
6. Misuse of Passwords/Unauthorized Access !  Students may not share passwords; 

use !./%)&,0%)02&4*006!)$0; access or use !./%)&,0%)02&*--!,(.0; or attempt to 
circumvent network security systems. 

 
7. Malicious Use/Vandalism !  Students may not engage in any malicious use, 

disruption or harm to t/%&0-/!!+&,(#.20&-!34,.%)05&network and Internet services, 
including but not limited to hacking activities and creation/uploading of computer 
viruses. 

 
8. Avoiding School F ilters !  Students may not attempt to or use any software, utilities 

or other means to access Internet sites or content blocked by the school filters. 
 

9. Unauthorized Access to Blogs/Social Networking Sites, E tc. !  Note: Schools that 
allow such use should modify Paragraph #9 to reflect local requirements. 
Students may not access blogs, social networking sites, etc. to which student access is 
prohibited.   

 
C . Compensation for Losses, Costs and/or Damages  
 
 The student and his/her parents are responsible for compensating the school unit for any 

losses, costs or damages incurred for violations of Board policies/procures and school 
rules while the student is using school unit computers, including the cost of investigating 
such violations.  The school unit assumes no responsibility for any unauthorized charges 
or costs incurred by a student while using school unit computers. 

 
D . Student Security  
 

A student is not allowed to reveal his/her full name, address, telephone number, social 
security number or other personal information on the Internet while using a school 
computer without prior permission from a teacher.  Students should never agree to meet 
people they have contacted through the Internet without parental permission.  Students 
should inform their teacher if they access information or messages that are dangerous, 
inappropriate or make them uncomfortable in any way. 
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E .        System Security  
 
 8/%&0%-,)#.9&!1&./%&0-/!!+&,(#.20&-!34,.%)05&network and Internet services is a high 

priority.  Any student who identifies a security problem must notify his/her teacher or 
building administrator immediately.  The student shall not demonstrate the problem to 
others or access unauthorized material.    

 
 

N O T E R E G A RDIN G L APT OPS: The current contract between schools and 
M L T I require that all participating school units (a) host parent meetings to 
orient parents on the program, goals and expectation and (b) implement 
student laptop take-home policies and procedures by the start of the 2009-10 
school year for middle schools and by January 4, 2010 for high schools. In 
:/#002'1+;221"#09"+)(*65+(%+0&<*"+"*'"*+ to consolidate rules for laptop 
use with the rest of the rules concerning computer use for ease of reference.  
The following sample is intended to satisfy the M L T I requirements, but 
should be adapted or supplemented to conform with local practices.  Some 
examples of local rules and procedures can be found in the links at the end of 
this sample. 

 
F . Additional Rules for Laptops Issued to Students 
 
 1. Laptops are loaned to students as an educational tool and may be used for 

purposes specifically authorized by school staff and the MLTI program.    
 
 2. Parents are required to attend an informational meeting before a laptop will be 

issued to their child.  Both the student and his/her parent must sign ./%&0-/!!+20&
acknowledgment form.  

 
 3. Students and their families are responsible for the proper care of laptops at all 

times, whether on or off school property, including costs associated with repairing 
or replacing the laptop.  [Name of school unit] offers an insurance program for 
parents to cover replacement costs and/or repair costs for damages not covered by 
the laptop warranty.  Parents who choose not to purchase insurance should be 
aware that they are responsible for any costs associated with loss, theft or 
damage to a laptop issued to thei r child. 

 
 4. If a laptop is lost or stolen, this must be reported to [insert appropriate 

administrator] immediately.  If a laptop is stolen, a report should be made to the 
local police and [insert appropriate school administrator] immediately. 

 
 5. 8/%&:!*)$20&4!+#-9&*($&)ules concerning computer and Internet use apply to use 

of laptops at any time or place, on or off school property.  Students are 
responsible for obeying any additional rules concerning care of laptops issued by 
school staff.   

 
 6. Violation of policies or rules governing the use of computers, or any careless use 

of a laptop may result in a 0.,$%(.20&+*4.!4&;%#('&-!(1#0-*.%$&*($<!)&*&0.,$%(.&!(+9&
being allowed to use the laptop under the direct supervision of school staff.   The 
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student will also be subject to disciplinary action for any violations of Board 
policies/procedures or school rules. 

 
 7. =*)%(.0&6#++&;%&#(1!)3%$&!1&./%#)&-/#+$20&login password.  Parents are responsible 

1!)&0,4%)"#0#('&./%#)&-/#+$20&,0%&!1&./%&+*4.!4&*($&>(.%)(%.&*--%00&6/%(&#(&,0% at 
home.   

 
 8. The laptop may only be used by the student to whom it is assigned and family 

members to the extent permitted by the MLTI program.  N O T E : As details about 
what the M L T I program permits become available, this rule can be made 
more specific.  

 
 9. All use of school-+!*(%$&+*4.!40&;9&*++&4%)0!(0&3,0.&-!34+9&6#./&./%&0-/!!+20&

Student Computer Use Policy and Rules. 
 
 10. Laptops must be returned in acceptable working order at the end of the school 

year or whenever requested by school staff.  
 

N O T E :  If local Boards allow students to use privately-owned 
computers at school for any reason, the following suggested rules 
cover some of the topics we think are important to address.  The rules 
can be modified to address local practices and needs.  Even if a school 
unit does not generally allow students to use thei r own computers, 
there may be limited ci rcumstances where it is appropriate (need for 
specific software or hardware to comply with a stu1*'%9"+=>?5+@2/+
example).  

 
 
 
G . Additional Rules for Use of Privately-Owned Computers by Students 
 
 1. A student who wishes to use a privately-owned computer in school must complete 

a Student Request to Use Privately-Owned Computer form.  The form must be 
signed by the student, his/her parent, a sponsoring teacher, the building 
administrator and the Technology Coordinator.  There must be an educational 
basis for any request. 

 
 2. The Technology Coordinator will determine whether a 0.,$%(.20&4)#"*.%+9-owned 

-!34,.%)&3%%.0&./%&0-/!!+&,(#.20&(%.6!)?&)%@,#)%3%(.0A   
 
 3. Requests may be denied if it is determined that there is not a suitable educational 

basis for the request and/or if ./%&$%3*($0&!(&./%&0-/!!+&,(#.20&(%.6!)?&!)&0.*11&
would be unreasonable. 

 
 4. The student is responsible for proper care of his/her privately-owned computer, 

including any costs of repair, replacement or any modifications needed to use the 
computer at school. 

 
 5. The school unit is not responsible for damage, loss or theft of any privately-

owned computer. 
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 6. Students are required to comply with all Board policies, administrative procedures 

and school rules while using privately-owned computers at school. 
 
 7. Students have no expectation of privacy in their use of a privately-owned 

computer while at school.  The school unit reserves the )#'/.&.!&0%*)-/&*&0.,$%(.20&
privately-owned computer if there is reasonable suspicion that the student has 
violated Board policies, administrative procedures or school rules, or engaged in 
other misconduct while using the computer. 

.  
 8. Violation of any Board policies, administrative procedures or school rules 

involving *&0.,$%(.20&4)#"*.%+9-owned computer may result in the revocation of 
the privilege of using the computer at school and/or disciplinary action.   

 
 9. The school unit may confiscate any privately-owned computer used by a student 

in school without authorization as required by these rules.  The contents of the 
computer may be searched in accordance with applicable laws and policies. 

 
Cross Reference:  IJNDB B Student Computer and Internet Use 
 
 
 
 
 
 
 N O T E :  The following are examples of local lap top rules: 
 
Middle School of the Kennebunks: http://msk.rsu21.net/Documents/MSK%20Laptop%20Take-
Home%20Permission%202009-10.pdf 
 
Lincoln Middle School, Portland:  
http://www.portlandschools.org/CTS/CTSForms/LMSTakeHomeInsuranceForm.pdf 
 
M.S.A.D. No. 40: http://www.msad40.org/files/Warranty_and_non.pdf 
 
South Portland:  http://apple.spsd.org/mlti/guidlines07-08.pdf 
 
 
 
 

http://apple.spsd.org/mlti/guidlines07-08.pdf
http://msk.rsu21.net/Documents/MSK%20Laptop%20Take-Home%20Permission%202009-10.pdf
http://msk.rsu21.net/Documents/MSK%20Laptop%20Take-Home%20Permission%202009-10.pdf
http://www.portlandschools.org/CTS/CTSForms/LMSTakeHomeInsuranceForm.pdf
http://www.msad40.org/files/Warranty_and_non.pdf
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All annotations and notes in the samples should be removed prior to policy adoption. 
 
 

ST UD E N T USE O F C E L L U L A R T E L EPH O N ES A ND O T H E R 
E L E C T R O NI C D E V I C ES 

 
 

The Board recognizes that many students possess cellular telephones and other electronic 
devices.  These devices may not be used in any manner that disrupts the educational process, is 
illegal, or violates Board policies and/or school rules.  The [name of school unit] is not 
responsible for damage, loss or theft of such devices.  The Superintendent is authorized to 
develop any school rules necessary to implement this policy. 
 

N O T E : Local school units that want to allow students to use thei r privately-owned 
computers at school may want to address this issue in Policy IJNDB – Student 
Computer and Internet Use.  See discussion in that sample policy. 

 
 
Cross Reference: JIH – Questioning and Searches of Students 
   JICIA – Weapons, Violence, Bullying and School Safety 
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N O T E : These sample rules can be adopted at either the Board or the school level, and can 
be revised to meet local needs. 
 

RU L ES F O R ST UD E N T USE O F C E L L U L A R T E L EPH O N ES A ND  
O T H E R E L E C T R O NI C D E V I C ES 

 
1. Students are prohibited from using privately-owned electronic devices, including but not 

limited to cellular telephones, Blackberries, i Phones, handheld computers, MP3 players 
and electronic games during classes, study halls, assemblies and other school activities.  

 
 a. During classes and school activities, all such devices must be turned off. 
 
 b. The only exception to this rule is when a teacher specifically authorizes students 

to use such a personal electronic device for a specific purpose (such as entering an 
assignment in a PDA). 

 
 c. If this rule is violated, the teacher will immediately confiscate the device for the 

remainder of the school day, and discipline may be imposed as provided below.   
 
2. Students may use electronic devices between class periods and during lunch periods.  

Cellular telephones must be kept on “vibrate” mode to avoid disrupting others.   
 
3. Students may use electronic devices on field trips and during extracurricular activities 

only if authorized by the staff member in charge. 
 
4. The use of cameras in any type of electronic device is strictly prohibited in locker rooms, 

restrooms and classrooms.   
 

a. In other locations where students are allowed to use electronic devices, students are 
required to obtain permission before taking a photograph or video of any individual.  
Students must also obtain permission from any individual appearing in a photograph 
or video prior to posting on any social networking site or other Internet site such as 
YouTube. 
 

5. Any use of cellular telephones and other electronic devices that violates any Board 
policy/procedure or school rule is strictly prohibited.  In addition, accessing, viewing, 
posting, forwarding, downloading or displaying any materials that are defamatory, 
abusive, obscene, vulgar, sexually explicit, sexually suggestive, threatening, 
discriminatory, harassing and/or illegal is prohibited. 

 
6. Student cellular telephones and other electronic devices may be subject to search if there 

is reasonable suspicion that a student is violating Board policies/procedures and/or school 
rules.   
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a. A building administrator may maintain possession of an electronic device as long as 
is reasonably necessary for evidentiary purposes. 
 

7. Students violating these rules will be subject to discipline, which may include: 
 
 a.   Not being allowed to bring electronic devices to school; 
 

b. Sanctions ranging from detention to expulsion from school depending upon the nature 
!"#$%&#!""&'(&#)'*#$%&#($+*&'$,(#*-(.-/0-')12#1&.!1*3 

 
8. Evidence of illegal activities involving electronic devices will be referred to 
 appropriate law enforcement authorities and a building administrator may give a device 
 to law enforcement authorities upon request. 
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N O T E : The structure and content of school web sites vary widely across the state.  These sample 
guidelines are intended to provide general guidance to local boards in developing rules that reflect 
local needs and practices.  School staff with expertise in this area should be involved in developing 
appropriate rules.  Because these guidelines involve legal as well as technical issues, Drummond 
Woodsum recommends that local boards obtain legal review prior to adopting web site guidelines. 
 
A ll annotations and notes should be removed from the sample guidelines prior to adoption. 

 
W E B SI T E G UID E L IN ES 

 
A . Web Site Purpose  
 
The purpose of "#$%&'()'*+,((-'.#/012* official web site to provide general information about our 
school system as well as information about educational programs, extracurricular activities and school 
events. This web site is intended to support the educational mission of the schools, to enhance the 
curriculum and learning opportunities for students and staff, and to inform the larger community about 
our schools.  
 

OPT I O N A L !  Include if optional paragraph regarding official positions is added to the 
policy: 

 
The web site is an outlet for the official message of [name of school unit] and is not a forum 
for dissemination of other views.  The content of the web site shall remain in the exclusive 
control of [name of school unit] , and its School Board and designated agents.   

 
B . Web Site Structure 
 

N O T E : The following list can be modified as necessary to reflect local preferences 
regarding content. 

  
The web site includes the following content areas:  

 
1. System-wide information (such as Central Office, Technology, Transportation, Facilities, 

Food Service); 
  
2. School Board information (such as members, officers, committees, meeting agendas, 

minutes and policies); 
 
3. School-wide information for each school; 
 
4. Individual department, grade level and/or classroom information (which may include  

student work and/or teacher-created work and resources);  
 
5. Information about school-sponsored extracurricular organizations;  
 
6 Information about school events and activities; and 
 
7. Contact information for School Board members and school staff. 
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OPT I O N A L !  Include if optional paragraph is added to policy: 

 
8. Official positions of the School Board on school-related issues. 
 

C . School Unit Authority and W ebmaster Responsibilities 
 
[Name of school unit] reserves the right to approve all web site content and to edit, delete, or modify 
any web page content as it sees fit to comply with the intended purposes of the web site and these 
guidelines.   
  
The Superintendent shall designate a Webmaster, who is responsible for maintaining the web site, 
approving all material to be posted on the site, and monitoring all web site activities for compliance with 
Board policies, applicable laws and regulations, and these guidelines.   
 

OPT I O N A L !  Include if optional paragraph is added to policy: 
 
All position statements and viewpoints published on the website related to school policy, 
governance and initiatives must be approved by the School Board or its designee. 

 
Only the Webmaster [option: and other authorized school staff] shall have password-protected access 
to the web server to place and remove web pages and content.  
 

N O T E : Boards should carefully consider whether students have access to the web 
server.  W e recommend that any student access should be strictly controlled and 
monitored (e.g., have an authorized staff member log on and supervise all student 
activities). 

 
D. W eb Site Content 
 

1. [Name of school unit]’s web site does not create, nor is it intended to create, a public or 
limited public forum.  All materials placed on the web site must serve the educational 
mission of the school.  OPT I O N A L - Include if optional paragraph is added to 
policy: and shall support the [name of school unit]’s official views regarding how best 
to accomplish the educational mission of the school.  

 
2. Web site content is limited to school-sponsored information and activities.  No personal 

student or staff web pages, blogs or other interactive features are permitted on the web 
site.   

 
N O T E : If a Board decides to allow blogs or any other interactive feature on the 
school web site, Paragraph #2 should be changed accordingly and there should be 
specific controls in place to ensure that inappropriate material is not posted.  Please 
contact us if you would like us to assist you in developing appropriate guidelines on 
this topic. 

  
3. Web page content must comply with Board policies, administrative procedures and 

school rules. 
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4. All materials placed on the web site must meet academic standards for proper spelling, 
grammar, content, accuracy and appearance.    

 
If the Webmaster is unsure whether particular material is appropriate for the web site, he/she 
shall consult with the Superintendent, whose decision shall be final. 

 
E. Confidentiality of Student Information 
 

1. The web site shall be in compliance with all applicable state and federal confidentiality 
laws and regulations. 

 
2. At no time shall personal information about students (such as home address, telephone 

number, e-mail address, birth date, social security number, etc.) or any other information 
made confidential by state or federal law appear on the web site.  The web site will not 
include any information that indicates the physical location of students at any given time, 
other than attendance at a particular school or participation in school activities. 

 
3. Student information, photographs or work may only be published on the web site if the 

!"#$%&"'!(parent/guardian has signed the Parent/Guardian Agreement Form to Publish 
Student Information.  For purposes of these guidelines, student information includes 
name, class rosters, awards/honors received, and team/extracurricular activity 
participation lists.    

 
 IMPORTANT:  Schools must obtain prior written consent from parents 

before posting student information on thei r web site or elsewhere on the 
Internet.  See sample forms elsewhere in mater ials.   

 
F. Confidentiality of Staff Information 
 

1. At no time shall personal information about staff appear on the web site (including home 
address, home telephone number, home e-mail address, birth date, social security number, 
etc.). 

 
2. Because the !)*++,(#&-"'! web site is maintained in part to enhance communication with 

students and their families, the school e-mail addresses and/or telephone numbers of staff 
are published on the web site. 

 
G. Copyright 
  

1. Appropriate permission will be obtained before any copyrighted or trademarked material 
is used on the web site.  No copyrighted material may be reproduced, transmitted or 
stored on [name "#$%&'""($)*+,-.%$web site without obtaining permission from the 
copyright owner 

 
2. Students shall retain the copyright on materials that they create. 
 
3. An appropriate copyright notice will appear with all copyrighted material published on 

the web site. 
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4. Except for the above exceptions, all web pages and content on the web site are the 
property of and owned by [name of school unit]. 

 
H. Web Site Design and Accessibility 
 
 The Webmaster is authorized to develop standards for the design and appearance of [name of 

school unit]’s web site.  These standards will include measures to make web pages accessible to 
persons with disabilities.  School unit information available on the web site will also be made 
available to the public in alternative ways upon request. 

 
I . Advertising   
 

The [name of school unit]’s web site will not include any advertising, nor will it include any 
selling activities outside of publicity for school-sponsored and/or approved fundraising activities.  
 

Note: This paragraph can be modified if advertising is permitted on the school 
unit’s web site and such requirements should be consistent with any existing Board 
policy concerning advertising in the schools.  

 
J. Links to External Sites 
 

1. The [name of school unit’s] web site will not include links to any personal web sites of 
students or staff. 

 
2. The web site may include links only to web sites that have demonstrated educational 

value to students, staff and/or the community, as deemed appropriate by the Webmaster. 
 
3. The web site shall include a disclaimer informing users that links are provided as a 

convenience, and that [name of school unit] does not endorse these sites or have any 
responsibility for the  content of these sites. 

 
K. Additional Requirements 
 

1. The web site shall inform users about how to contact the Webmaster. 
 
2. Each web page shall include the date the page was last updated. 
 
3. The Webmaster will provide appropriate information to school users regarding technical 

requirements for publishing material on the web site. 
 
Cross Reference: IJND !  [Name of school unit] Web Site 
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N O T E : Drummond Woodsum developed this policy and the accompanying guidelines to help 
school units meet applicable legal requirements for school web sites and to ensure that school web 
sites are utilized only for school-approved purposes.  W e encourage school units with a web site to 
adopt a policy and guidelines governing its use.   
 
A ll annotations and notes in the sample should be removed prior to policy adoption. 

 
[N A M E O F SC H O O L UNI T] W E B SI T E  

 
The [name of school unit] maintains an official web site to provide general information about our 
school system as well as information about educational programs, extracurricular activities and school 
events. This web site is intended to support the educational mission of the schools, to enhance the 
curriculum and learning opportunities for students and staff, and to inform the larger community about 
our schools.   The web site does not create, nor is it intended to create a public or limited public forum. 
 

N O T E : The optional section below reflects recent case law acknowledging that 
governments, including School Boards, have the r ight to express thei r positions in a 
particular medium (such as a web site) without opening that medium to other views, 
provided that the school establishes the message to be expressed  and exercises control over 
it.  School Boards may use the school web site and other media to advocate for thei r official 
positions on issues that fall within the scope of thei r authority, such as budgets and school 
building projects.  For more on this issue, see “Schools Have Speech Rights Too:  The 
Government Speech Doctrine,” elsewhere in these materials. 

 
OPT I O N A L PA R A G R APH :   
 
The web site also provides the School Board a medium to publicize its official position on issues 
related to the schools such as school building projects, proposed school budgets and public policies 
affecting the schools.  The web site is an outlet for the official message of [name of school unit] and 
is not a forum for dissemination of other views.  The content of the web site shall remain in the 
exclusive control of [name of school unit], its school board and designated agents.   
 
The Board has adopted guidelines to ensure that the [name of school unit]’s web site is in compliance 
with applicable laws and meets the highest educational and quality standards.  The Superintendent is 
responsible for implementing this policy, the accompanying guidelines and any additional 
administrative procedures that may be needed to govern the day-to-day management of the web site.  
The Superintendent may delegate specific responsibilities to the [T echnology Coordinator or other 
title as appropriate] as he/she deems appropriate.   
 
Legal Reference:  20 U.S.C. ¤ 1232g; 34 C.F.R. Part 99 
   20-A M.R.S.A. ¤ 6001 
   17 U.S.C. ¤ 101 et seq. 
   47 U.S.C. ¤ 1732 
Cross Reference: IJND-R - Web Site Guidelines 
      IJNDB - Student Computer and Internet Use 
       GCSA - Employee Computer and Internet Use 
       EGAD – Copyright Compliance 
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EMPLOYEE COMPUTER AND INTERNET USE RULES 

 
[Note: These sample rules can be modified to reflect local needs and practices.  However , if 
substantive changes are made to the sample, we recommend review by legal counsel prior 
to adoption.  All notes and annotations should be removed prior to adoption of the rules.] 
 
 
 
 
 
 
These rules accompany Board policy GCSA (Employee Computer and Internet Use).  Each 
employee is responsible for his/her actions and activities involving school unit computers, 
networks and Internet services, and for his/her computer files, passwords and accounts.  These 
rules provide general guidance concerning the use of the school unit’s computers and examples 
of prohibited uses.  The rules do not attempt to describe every possible prohibited activity by 
employees.  Employees who have questions about whether a particular activity or use is 
prohibited are encouraged to contact a building administrator or the Technology Coordinator. 
 
A. Consequences for Violation of Computer Use Policy and Rules 
 
 Failure to comply with Board policy GCSA, these rules and/or other procedures or rules 
 governing computer use may result in disciplinary action, up to and including 
 termination.  Illegal use of the school unit’s computers will also result in referral to law 
 enforcement. 
 
B. Access to School Computers, Networks and Internet Services  

 
 The level of employee access to school unit computers, networks and Internet services is 

based upon specific job requirements and needs.   Unauthorized access to secure areas of 
the school unit’s computers and networks is strictly prohibited. 

 
C. Acceptable Use  

 
 [Name of school unit]’s computers, networks and Internet services are provided to 

employees for administrative, educational, communication and research purposes 
consistent with the school unit’s educational mission, curriculum and instructional goals.  
All Board policies, school rules and expectations for professional conduct and 
communications apply when employees are using the school unit’s computers, networks 
and Internet services 

 
  

Try as you might, you will never adopt rules that will anticipate every possible situation.  It is a 
good idea to let employees know that the rules are not necessarily comprehensive and that they 
should use good judgment at all times, as these rules make clear. 
 

All annotations and notes in the sample rules should be removed prior to adoption. 
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D . Personal Use  

 
 
 
 

 
 OPT I O N O N E : 
 

Employees may only utilize school unit computers, networks and Internet services for 
purposes related to school programs and operations, and performance of job 
responsibilities.   School unit computers, network and Internet services may not be used 
for personal purposes.  

 
O R  
 
 OPT I O N T W O: 
 

School unit computers, network and Internet services are provided for purposes related to 
school programs and operations, and performance of their job responsibilities.  Incidental 
personal use of school computers is permitted as long as such use:  1) does not interfere 
!"#$%#$&%&'()*+&&,-%.*/%responsibilities and performance; 2) does not interfere with 
system operations or other system users; and 3) does not violate this policy and the 
accompanying rules, or any other Board policy, procedure or school rules.  0123"4&2#5)%
(&6-*25)%7-&8%"-%4&9"2&4%5-%7-&%/+%52%"24":"475)%&'()*+&&%9*6%occasional personal 
communications.   

 
 E . Prohibited Uses 

 
Examples of unacceptable uses which are expressly prohibited include, but are not 
limited to, the following: 

 
 
 
 
 
 
 
 
 

 
 
 

1. Any use that is illegal or which violates other Board policies, procedures or 
school rules, including harassing, discriminatory or threatening communications 
and behavior; violations of copyright laws, etc.  The school unit assumes no 
responsibility for illegal activities of employees while using school computers. 

 
 
 
 
 

The following rules deal largely with the use of computers as tools of communication.  The same 
rules that govern communications in other contexts in schools should apply to computer use.  It is 
not necessary to list these other rules and policies in detail.  Paragraph #1 makes it clear that 
policies concerning sexual and other forms of discriminatory harassment (racial, disability, etc.) 
apply to computer communications.  Copyright laws also apply to materials downloaded and 
reproduced and to materials posted on the Internet just as they do to books and periodicals used 
by teachers.  Teachers and other employees should have some basic training in copyright law to 
prevent inadvertent violations, whether in digital media or more traditional media.  See also the 
sample copyright policy/procedure and the article on copyright issues elsewhere in these 
materials. 

The alternatives below are identical to those in the sample board policy.  See Drummond 
!""#$%&'$()**"+)+,"*$  in the sample policy (GCSA). 
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2. Any use involving materials that are obscene, pornographic, sexually explicit or 
sexually suggestive. 

 
 3. Any inappropriate communications with students or minors. 

 
4. Any use for private financial gain, or commercial, advertising or solicitation 

purposes.  
 
 
 
 
 
 
 

   
 

 
 

 
 
 
 
 
 
 

 
 
 
5. Any use as a forum for communicating by e-mail or any other medium with other 

school users or outside parties to solicit, proselytize, advocate or communicate the 
views of an individual or non-school sponsored organization; to solicit 
membership in or support of any non-school sponsored organization; or to raise 
funds for any non-school sponsored purpose, whether profit or not-for-profit.  No 
employee shall knowingly provide school e-mail addresses to outside parties 
whose intent is to communicate with school employees, students and/or their 
families for non-school purposes.  Employees who are uncertain as to whether 
particular activities are acceptable should seek further guidance from the building 
principal or other appropriate administrator. 

Paragraph #5 places extensive restrictions on employee use of school computers and networks 
for non-school related communications.  Due to first amendment concerns, it is important that such 
restrictions be “content-neutral,” that is, that they treat all viewpoints equally.  For example, it is 
questionable whether the school could ban all religious views but allow the expression of political 
or social views, or whether the school could allow solicitation for the Girl Scouts but not the 
Republican Party.  It is better, legally, to ban all solicitation and organizational activities than to do 
so on a piecemeal basis.  Without a rule such as this one, a school’s computer network may 
become a limited public forum where users gain some first amendment protection.  Two reasons 
why the school may wish to avoid creating a public forum are: (1) that use for non-school purposes 
increases traffic on computers and servers and distracts employees from their work; (2) once a 
forum is created, the authority of the school to prevent certain speech that might be thought of as 
inappropriate will be limited.   It is also important to remember that the school unit will only be 
protected from creating a public forum as long as this policy is consistently enforced. 
 
Restriction of the content of employee communications is a sensitive area of policy-making.  Policy 
drafters should consult the school’s legal counsel concerning any revisions to Paragraph #5. 
 

In regard to Paragraph #2, the Children’s Internet Protection Act requires all schools receiving 
E-rate discounts or federal Title III funds for Internet connections to have filtering or blocking 
technology for all users to block obscenity and child pornography.  A more detailed discussion 
of the law is contained in the article on CIPA in these materials.  It has been argued by some 
that this restriction could violate employees’ first amendment rights.  One federal court has 
addressed a challenge to a Virginia state law which prohibited university professors, as well as 
other state employees, from accessing sexually explicit materials on state computers.  In the 
case of Urofsky v. Gilmore, 216 F.3d 401 (4th Cir. 2000), the United States Courts of Appeals 
for the Fourth Circuit ruled that the law did not violate the first amendment.  Courts generally 
permit greater restrictions on speech in K-12 schools than in public universities, so we are 
confident that this provision is lawful. 
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6. Any communication that represents an employee’s personal views as those of the 

school unit or that could be misinterpreted as such. 
 
 
 
 
 

7.    Downloading or loading software or applications without permission from the 
system administrator.  Unauthorized copying of software is illegal and may 
subject the copier to substantial civil and criminal penalties.  The school unit 

 assumes no responsibility for illegal software copying by employees. 
 
 
 
 
 
8. Sending mass e-mails to school users or outside parties for school or non-school 

purposes without the permission of the Technology Coordinator or building 
administrator. 

 
9. Any malicious use or disruption of the school unit’s computers, networks and 

Internet services; any breach of security features; or misuse of computer 
passwords or accounts (the employee’s or those of other users). 

 
10.  Any misuse or damage to the school unit’s computer equipment, including 

opening or forwarding e-mail attachments (executable files) from unknown 
sources and/or that may contain viruses; 

 
11. Any attempt to access unauthorized sites, or any attempt to disable or circumvent 

the school unit’s filtering/blocking technology. 
 
 12. Failing to report a breach of computer security to the system administrator; 
 

13. Using school computers, networks and Internet services after such access has 
been denied or revoked; and 

 
 
 
 
 
 14. Any attempt to delete, erase or otherwise conceal any information stored on a 

school computer that violates these rules or other Board policies or school rules, 
or refusing to return computer equipment issued to the employee upon request. 

 
F. No Expectation of Privacy  

 
  [Name of school unit] computers remain under the control, custody and supervision of 

the school unit at all times.  The school unit reserves the right to monitor all computer and 
Internet activity by employees and other system users.  Employees have no expectation of 
privacy in their use of school computers, including e-mail, stored files and Internet access 
logs. 

Paragraph #8  will protect school users from internally-generated junk e-mail (internet jokes, 
urban legends, etc.), and the school unit from non-school related e-mail traffic. 
 

Paragraph #14 makes it clear that it is against the rules to try to hide evidence of misconduct.   
 

The notice in Paragraph #7 regarding civil and criminal penalties is the same as language 
suggested in !"#$$%&'()%%'*#$+*(*,$-./(0%-1"2345(-"%0/'#"/6  
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G . Disclosure of Confidential Information  

 
  Employees are expected to use appropriate judgment and caution in communications 

concerning students and staff to ensure that personally identifiable information remains 
confidential. 

 
 
 
 
 
 
 H . Employee/Volunteer Responsibility to Supervise Student Computer Use  

 
 Employees and volunteers who use school computers with students for instructional 
purposes have a duty of care to supervise such use.  Teachers, staff members and 
volunteers are expected to be familiar with the school unit’s policies and rules concerning 
student computer and Internet use and to enforce them. When, in the course of their 
duties, employees or volunteers become aware of a student violation, they are expected to 
stop the activity and inform the building principal. 

 
 I .      Compensation for Losses, Costs and/or Damages  

 
 The employee is responsible for compensating the school unit for any losses, costs or 

damages incurred by the school unit for violations of Board policies and school rules 
while the employee is using school unit computers, including the cost of investigating 
such violations.  The school unit assumes no responsibility for any unauthorized charges 
or costs incurred by an employee while using school unit computers. 

 

We have received several inquiries from school districts about issues that they should 
consider in weighing whether to allow employees to use their own computers at school.  
Ultimately, this is a local decision.  Among the issues that you may want to consider are 
1) whether there is a legitimate need for employees to use their own computers if they 
have a computer supplied by the school; 2) technological issues involved with linking 
privately-owned computers to the school network; and 3) how any employee 
misconduct involving privately-owned computers at school would be handled.  The 
following suggested rules cover some of the topics we think it is important to address if 
employees are allowed to use their own computers at school.  The rules can be 
modified to address local practices and needs. 
 
J. Additional Rules for Use of Privately-Owned Computers by Employee 
 
1. An employee who wishes to use a privately-owned computer in school must complete an 

Employee Request to Use Privately-Owned Computer form.  The form must be signed by 

 In regard to Paragraph G, student information is made confidential by the Family Educational 
Rights and Privacy Act (FERPA).  School staff members may communicate confidential 
student information to other staff members only for legitimate educational purposes.  E-mail 
may be used for this purpose, with due regard for the need to maintain confidentiality.  See 
also the article on e-mail and confidentiality issues elsewhere in these materials.  
 

In regard to Paragraph H, the most important means to prevent student misuse of school 
computers is supervision. The following  paragraph is intended to affirm the duty of staff 
members/volunteers to supervise student use and to report any student violations. 
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the employee, the school principal or supervisor and the Technology Coordinator.  There 
must be a legitimate work-related basis for any request. 

 
2. The Technology Coordinator will determine whether an employee’s privately-owned 
 computer meets the school unit’s network requirements.   
 
3. Requests may be denied if it is determined that there is not a suitable work-related 
 reason for the request and/or if the demands on the school unit’s network or staff would 
 be unreasonable. 
 
4. The employee is responsible for proper care of his/her privately-owned computer,
 including any costs of repair, replacement or any modifications needed to use the 
 computer at school. 
 
5. The school unit is not responsible for damage, loss or theft of any privately-owned 
 computer. 
 
6. Employees are required to comply with all Board policies, administrative procedures and 

school rules while using privately-owned computers at school. 
 
7. Employees have no expectation of privacy in their use of a privately-owned computer 

while it is being used at school. 
 
8. The school unit may confiscate any privately-owned computer used by an employee in 

school without authorization as required by these rules.  The contents of the computer 
may be searched in accordance with applicable laws and policies. 

 
  
Cross Reference: GCSA – Employee Computer and Internet Use 
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E MPL O Y E E C O MPU T E R A ND IN T E RN E T USE  
 
 
 
 
 
 
 
[Name of school unit]’s computers, networks and Internet access are provided to support 
the educational mission of the schools and to enhance the curriculum and learning 
opportunities for students and school staff.  [Note: The following sentence can be 
added if computers are provided directly to staff:  This policy and the accompanying 
rules also apply to computers issued directly to staff, whether in use at school or off 
school premises.]  
 
[Local school units may want to address the issue of employee use of privately-
owned computers in this policy.  I f employees are allowed to use privately-owned 
computers, the following statement could be added to the paragraph above: 
Employees are allowed to use privately-owned computers at school with prior 
authorization, provided that they comply with this policy and the accompanying rules. 
A lternatively, if employees are not allowed to use privately-owned computers at 
school, the following sentence could be added: Employees are not allowed to use 
privately-owned computers at school.] 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Drummond Woodsum recommends that every local school unit adopt a policy and rules 
governing employee use of school computers, networks and the Internet.   
 
One suggestion that school units may want to consider for providing notice of computer/Internet 
use policies and rules to employees is to place a notice and a link to the policy/rules on the start-
up screen employees see when they log on to a school computer. 
 
All annotations and notes in the sample should be removed prior to policy adoption. 

The statement of the purpose for which the school offers computer technology and 
communications in the first paragraph helps to establish the reasonableness of the use rules 
that follow.   
 

Local boards vary as to whether they allow employees to use school computers for personal use.  
This policy provides two options below. The first option limits computer and Internet use to work-
related purposes only. The advantage of this approach is that it establishes a very clear line 
between permissible and non-permissible uses.  There will be no ambiguity about whether 
personal uses are permitted, and there will be no doubt that the school unit will not have created a 
limited public forum under the first amendment.  However, many school units do not wish to forbid 
all personal use, and some believe that allowing personal use will help teachers to learn the 
technology more quickly.   The second option establishes reasonable controls on personal use of 
school computers. 
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OPT I O N O N E : 
 
Employees may only utilize school unit computers, networks and Internet services for 
purposes related to school programs and operations, and performance of their job 
responsibilities.   School unit computers, network and Internet services may not be used 
for personal purposes.  
 
O R  
 
OPT I O N T W O: 
 
School unit computers, network and Internet services are provided for purposes related to 
school programs and operations, and performance of their job responsibilities.  Incidental 
personal use of school computers is permitted as long as such use:  1) does not interfere 
with the employee’s job responsibilities and performance; 2) does not interfere with 
system operations or other system users; and 3) does not violate this policy and the 
accompanying rules, or any other Board policy, procedure or school rules.  “Incidental 
personal use” is defined as use by an individual employee for occasional personal 
communications.   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Compliance with the school unit’s policies and rules concerning computer use is 
mandatory.  An employee who violates this policy and/or any rules governing use of the 
school unit’s computers shall be subject to disciplinary action, up to and including 
termination.  Illegal uses of the school unit’s computers will also result in referral to law 
enforcement. 
 
 
 
 
 

Option Two above allows personal use, but seeks to close the door on any uses of technology that 
are not personal to the individual employee.  See the accompanying rules for the types of activities 
that might be prohibited.  At times, it may be difficult to distinguish reasonably between “incidental 
personal use” and other non-permitted uses.  In addition, an employee might claim that even 
allowing such limited personal use creates a limited public forum under the first amendment and that 
restrictions of communications based on their content would violate the first amendment.  To date, 
we are not aware of any court rulings addressing the question of whether a school’s computer 
network may in any circumstances be regarded as a limited public forum affording employees free 
speech rights.   
 
In the case of Urofsky v. Gilmore, 216 F.3d 401 (4th Cir. 2000), the Fourth Circuit Court of Appeals 
held that a Virginia law barring state employees from accessing sexually explicit web sites on state 
computers did not violate the free speech rights or the “academic freedom” of university professors.  
The court reasoned that the state employees did not have any enforceable first amendment rights 
while using state computers or performing their duties.  This decision, although not binding in Maine, 
supports the authority of schools to restrict employee access to content on the Internet. 
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[Name of school unit] computers remain under the control, custody and supervision of 
the school unit at all times. The school unit reserves the right to monitor all computer and 
Internet activity by employees.  Employees have no expectation of privacy in their use of 
school computers. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Employees shall be informed of this policy and the accompanying rules through 
handbooks, the school website, computer start-up page and/or other means selected by 
the Superintendent.  [Note: This paragraph can be modified to reflect the actual 
practice of a local school unit.] 
 
The Superintendent is responsible for implementing this policy and the accompanying 
rules.   Additional administrative procedures or school rules governing the day-to-day 
management and operations of the school unit’s computer system may be implemented, 
consistent with Board policies and rules.  The Superintendent may delegate specific 
responsibilities to the Technology Coordinator and others as he/she deems appropriate. 

In regard to the following paragraph, as employees of governmental entities, school staff 
members have a right under the fourth amendment of the U.S. Constitution to be free of 
unreasonable searches and seizures.  In !"#$%%$&'()'!&*+,- , 480 U.S. 709 (1987) the Supreme 
Court ruled that the fourth amendment applies only when the public employee has “an 
expectation of privacy that society is prepared to consider reasonable.”  Whether such an 
expectation exists depends upon the circumstances, including the employer’s policies and 
practices.  If the employee has a reasonable expectation of privacy, the public employer may 
conduct a work search only if it is “reasonable under all the circumstances.”  The federal 
Electronic Communications Privacy Act (ECPA), Pub.L.No. 99-508, 100 Stat. 1848, also protects 
the privacy of electronic communications, including electronic mail. Employees’ expectations 
regarding privacy, or the lack of it, are largely determined by the employer’s policies, rules and 
practices concerning use of the school computer system.  By clearly stating that employees 
retain no expectation of privacy in school computers, data and communications, the school unit 
will retain the right to monitor and search employee computers. 
 
 
 
 
 
unications, the school will retain the right to monitor and search employee computers. 

Many schools require employees to sign computer use agreements in which they agree to comply 
with all school policies and rules.  This approach gives rise to two questions: (1) are such 
agreements really necessary?  and (2) does the proffering of such agreements create more 
problems than they prevent?  Taking the second question first, we have found that employees 
sometimes balk at signing agreements on computer use.  Rarely if ever are employees required 
to sign agreements to follow other school policies and rules, so this is a deviation from normal 
practice.  With regard to the first question, employees are expected to follow school board policies 
and rules.  As long as they are notified of the policy, there is no reason why it cannot be enforced 
whether the employee has signed an agreement or not.  If the school has an effective means of 
distributing the policy to all staff members (e.g., posting notice on computer start-up screens, 
including a copy in the pay envelope, or in employee handbooks), a signed acknowledgment is 
not needed.   This sample does not provide for an acknowledgement form, but appropriate 
language can be added to the following paragraph if a local Board wants to make this a 
requirement. 
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Cross Reference:  GCSA-R – Employee Computer and Internet Use Rules 
   IJNDB – Student Computer and Internet Use  
   EGAD – Copyright Compliance 
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SC H O O L B O A RD USE O F E L E C T R O NI C M A I L 
 
Use of electronic mail (e-mail) by school board members should conform to the same 
standards of judgment, propriety and ethics as other forms of school board-related 
communication.  Board members shall comply with the following guidelines when using 
e-mail in the conduct of board responsibilities: 
 

A. The School Board shall not use e-mail as a substitute for deliberations at 
Board meetings or for other communications or business properly confined 
to Board meetings. 

 
B. Board members should be aware that e-mail and e-mail attachments 

received or prepared for use in board business or containing information 
relating to board business are likely to be regarded as public records which 
may be inspected by any person upon request, unless otherwise made 
confidential by law. 

 
C. Board members should [optional: shall] avoid reference to confidential 

information about employees, students or other matters in e-mail 
communications because of the risk of improper disclosure.  Board 
members should comply with the same standards as school employees with 
regard to confidential information. 

 
N O T E : Local school units which provide e-mail/Internet access to 
Board members may want to include additional guidelines concerning 
the use of passwords. 

 
Legal Reference: 1 MRSA § 401 et seq. 

20-A MRSA §§ 6001-6002 
20 USC  § 1232g 

 
Cross Reference: GBJ - Personnel Records and Files 

JRA - Student Educational Records 

Drummond Woodsum recommends that school units that provide e-mail access for 
Board members consider adopting a policy such as this MSMA sample. Modifications to 
this sample should be made in consultation with the board’s legal counsel.   
 
All annotations and notes in the sample should be removed prior to policy adoption. 
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SC H O O L R E C O RDS R E T E N T I O N PO L I C Y  
 
 

 Proper retention of school records is essential to conduct the business of the schools, to 
protect the legal interests of the schools, students and employees, and to comply with state law 
and regulations concerning document retention.  It is also important for purposes of efficiency 
and management of physical and digital storage resources that unneeded records be disposed of 
on a timely basis.   
 
 The Board will comply with all applicable laws and rules concerning the routine 
retention, storage and disposal of records, as well as its preservation obligation when litigation is 
threatened or pending.  The Superintendent is responsible for implementing this policy and for 
developing appropriate administrative procedures and guidelines for managing school 
department records consistent with the applicable laws and rules.  The Superintendent may 
delegate specific responsibilities to administrators or other school staff as he/she deems 
appropriate.   
 
 Employees shall be informed of this policy and the accompanying procedures/guidelines 
through a means determined by the Superintendent and are expected to comply with them. 
 
Legal Reference: 5 M.R.S.A. § 91 et seq. 
   Maine State Archives Rule Chapter 10 (Rules for Disposition of Local  
   Government Records) 
   Maine Department of Education Rule Chapter 125 (Basic School   
   Approval Rules) 
 
Cross Reference: GBJ !  Personnel Records 
   JRA !  Student Education Records and Information 
   GCSA !  Employee Computer and Internet Use 
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Note: This sample includes bullying in Policy JI C I A , if bullying is separate policy, 
these references should be revised. 

 
H A R ASSM E N T A ND SE X U A L H A R ASSM E N T O F ST UD E N TS 

 
Harassment of students because of race, color, sex, sexual orientation, religion, ancestry or 
national origin, or disability is prohibited.  Such conduct is a violation of Board policy and may 
constitute illegal discrimination under state and federal laws. 
 
Harassment  
 
Harassment includes but is not limited to verbal abuse based on race, color, sex, sexual 
orientation, religion, ancestry or national origin, or disability.  Harassment that rises to the level 
of physical assault, battery and/or abuse and bullying behavior are also addressed in the Board 
policy JICIA !  Weapons, Violence, Bullying and School Safety. 
 
Sexual Harassment 
 
Sexual harassment includes but is not limited to unwelcome sexual advances, requests for sexual 
favors or pressure to engage in sexual activity, physical contact of a sexual nature, gestures, 
comments, or other physical, written or verbal conduct that is gender-based that interferes with a 
"#$%&'#(")&%$*+#,-'.))/*0--1)&231-4&&"5)6&11-7)"#$%&'#"5)8-1$'#&&9")+'%)8,",#-9")#-)#0&)"*0--15)
and other persons with whom students may interact in order to pursue school activities are 
required to refrain from such conduct. 
 
Harassment/sexual harassment of students by school employees is considered grounds for 
disciplinary action, up to and including discharge.  Harassment/sexual harassment of students by 
other students is considered grounds for disciplinary action, up to and including expulsion.  The 
Superintendent will determine appropriate sanctions for harassment of students by persons other 
than school employees and students. 
 
The Superintendent or the employee designated as the Title IX Coordinator [may be the 
Affirmative Action Officer/Sexual Harassment Officer(s) as determined by the local school 
unit] will investigate complaints of harassment in accordance with the Student Harassment 
Complaint Procedure.  School employees, students, and parents shall be informed of this 
policy/procedure through handbooks and/or other means selected by the school administration. 
 
Legal Reference:  Title IX of the Education Amendments of 1972 (20 USC § 1681, et seq.) 
   Title VI of the Civil Rights Act of 1964 (42 USC § 2000(d)) 
   5 MRSA §§4602; 4681 et seq. 
   20-A MRSA § 6553 
 
 
Cross Reference:  ACAA-R !  Student Harassment Complaint Procedure 
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   AC – Nondiscrimination/Equal Opportunity and Affirmative Action 
   ACAD – Hazing 
   JFCK – Student Use of Cellular Telephones and Other Electronic   
   Devices 
   JICIA – Weapons, Violence, Bullying and School Safety 
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NONDISCRIMINATI ON/EQUAL OPPORTUNI TY AND AFFIRMATIVE 
ACTION 

 
Discrimination against and harassment of school employees because of race, color, sex, sexual 
orientation, religion, ancestry or national origin, age, disability or genetic information are 
prohibited. Discrimination against and harassment of students because of race, color, sex, sexual 
orientation, religion, ancestry or national origin, or disability are prohibited. 
 
The Board directs the school administration to implement a continuing program designed to 
prevent discrimination against all applicants, employees, students and individuals with 
disabilities having access rights to school premises and activities. The _______ School 
Department Affirmative Action Plan will include designation of an Affirmative Action Officer 
who will be responsible for ensuring compliance with all federal and state requirements relating 
to nondiscrimination. The Affirmative Action Officer will be a person with direct access to the 
Superintendent. 
 
The Board directs the administration to provide notice of compliance with federal and state civil 
rights laws to all applicants for employment, employees, students, parents, and other interested 
persons, as appropriate.  
 
The School Department will require all persons, agencies, vendors, contractors, and other 
persons and organizations doing business with or performing services for the school unit to 
subscribe to all applicable federal and state laws pertaining to contract compliance. 
 
Legal Reference: Equal Employment Opportunities Act of 1972 (P.L. 92-261) 

amending Title VII of the Civil Rights Act of 1964 (42 U.S.C. § 2000 (e) 
et seq.) 
Title IX of the Education Amendments of 1972 (20 U.S.C. § 1681 et seq.) 
Title VI of the Civil Rights Act of 1964 (P.L. 88-352) 
Age Discrimination in Employment Act of 1967 (29 U.S.C. § 621 et seq.) 
Equal Pay Act of 1963 (29 U.S.C. § 206) 
Rehabilitation Act of 1973 (Section 504) (29 U.S.C. § 794 et seq.), as 
amended 
Americans with Disabilities Act (42 U.S.C. § 12101 et seq.), as amended 
Genetic Information Nondiscrimination Act of 2008 (42 U.S.C. § 2000ff  

   et seq.) 
Maine Human Rights Act of 1972 (5 MRSA § 4571), as amended 

 
Cross Reference: _____________ School Department Affirmative Action Plan 

ACAA - Harassment and Sexual Harassment of Students 
ACAB - Harassment and Sexual Harassment of School Employees 
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NOTE: Maine law requires that local school units adopt or modify policies to address 
bullying.  For school units that prefer to consolidate bullying in existing policies rather 
than adopt a separate policy, DWM has revised sample policy JICIA as well as sample 
policy JIC !  Student Code of Conduct to specifically include bullying. 
 
All annotations and notes in the sample should be removed before policy adoption. 

 
WEAPONS, VI OLENCE, BULLYING AND SCHOOL SAFETY 

 
The School Board believes that students and staff are entitled to learn and work in a school 
environment free of violence, threats, bullying and other disruptive behavior.  Students are 
expected to conduct themselves with respect for others and in accordance with Board policies, 
school rules, reasonable unwritten behavior expectations, and applicable state and federal laws. 
 
School staff are required to immediately report incidents of prohibited conduct by students to the 
building administrator for investigation and appropriate action.  Students who are subjected to or 
observe prohibited conduct are strongly encouraged to report it to a staff member or 
administrator. 
 
Prohibited Conduct 
 
Students are prohibited from engaging in the following conduct on school property, while in 
attendance at school or at any other school-sponsored activity, or at any time or place that such 
conduct directly interferes with the operations, discipline or general welfare of the school: 
 
A. Possession and/or use of articles commonly used or designed to inflict bodily harm 

and/or to threaten, intimidate, coerce or harass another person. Examples of  such articles 
include but are not limited to firearms, BB guns, pellet guns, any 
other kind of gun, ammunition, explosives, cross-bows, brass knuckles,  
switchblades, knives, chains, clubs, Kung Fu stars and nunchucks; 

 
B. Use of any object, although not necessarily designed to be a weapon, to inflict 

bodily harm and/or to threaten, intimidate, coerce or harass another person. 
Examples of such objects include but are not limited to bats, belts, picks, 
pencils, compasses, articles capable of ignition (e.g., matches, lighters), files, 
tools of any sort and replicas of weapons (including toys); 

 
C. Violent, threatening or menacing behavior, including but not limited to fighting, assault 

and/or battery, taking hostages, threats to commit violence against persons or property 
(e.g., verbal or written death threats, threats of bodily harm, bomb threats), stalking, or 
blocking access to school property or facilities; 
 

D. Verbal or written statements (including those made on or through a computer or other 
electronic device) which threaten, intimidate, or harass others, which tend to incite 
violence and/or disrupt the school program, blackmail, extortion, or demands for money 
or property; 
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E. Willful and malicious damage to school or personal property; 
 
F. Stealing or attempting to steal school or personal property; 
 
G. Bullying behavior, including unwanted physical contact, acts or communications by any 

means (including by computer or other electronic device) that: 
 

1. damage a student’s property; place a student in reasonable fear of physical 
harm and/or damage to his/her property; and/or disrupt the instructional 
program or the orderly operation of the school; and/or 

2. is so severe  that it creates a hostile educational environment for the student 
who is bullied. 

 
H. Lewd, indecent or obscene acts or expressions of any kind; 
 
I. Violations of the school unit’s drug/alcohol and tobacco policies; 
 
I. Violations of state or federal laws; and 
 
J. Any other conduct that may be harmful to persons or property. 
 

OPTIONAL SE CTION: Use of F irearms or O ther Weapons in Approved 
Instructional Activities 

 
Nothing in this policy shall prevent the Board from approving and offering 
instructional programs that involve firearms or other weapons (such as bows 
and arrows) or from allowing firearms or other weapons to be brought to school 
for specific instructional programs (such as archery or hunter safety).  No 
weapons may be used in instructional programs or brought to school without 
the prior approval of the Superintendent or his/her designee and 
implementation of safeguards appropriate to the particular activity. 

 
Disciplinary Action 
 
Principals may discipline, suspend and/or recommend expulsion of students who violate this 
policy based upon the facts of each case and in accordance with applicable state and federal 
laws.  Conduct which violates this policy is deliberately disobedient and deliberately disorderly 
within the meaning of 20-A M.R.S.A. § 1001(9) and will be grounds for expulsion if found 
necessary for the peace and usefulness of the school. Such conduct may also be grounds for 
expulsion under other provisions of 20-A M.R.S.A. § 1001 (9 and 9-A) that specifically prohibit 
the use and possession of weapons, infractions of violence, and possession, furnishing and 
trafficking of scheduled drugs. 
 
Students who are found to have brought a firearm or to have possessed a firearm at a school (as 
both terms are defined by federal law), shall be expelled for a period of not less than one year, 
unless this requirement is modified by the Superintendent on a case-by-case basis in writing. 
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All firearms violations shall be referred to law enforcement authorities as required by law.  Other 
violations of this policy shall be referred to law enforcement authorities at the discretion of the 
Superintendent. 
 
Students with disabilities shall be disciplined in accordance with applicable federal and state 
laws/regulations and Board Policy JKF. 
 

OPTIONAL SECTION: Psychological Evaluation/Risk Assessment 
 

The Superintendent is authorized to request a psychological evaluation of a 
student who violates this policy when, in his/her opinion, such an evaluation 
will assist in assessing the risk the student poses to school safety if the student 
were to remain in school. 

 
All such evaluations shall be performed at the school unit!s expense. 
If the parents/guardians and/or student refuse to permit a requested 
psychological evaluation, the Superintendent and the Board may draw any 
reasonable inferences from the student!s behavior concerning the risk the 
student poses to school safety for purposes of determining appropriate action. 

 
NOTE: The Maine law on bullying requires the State to provide local school 
units with training modules on bullying/harassment and other guidelines to 
implement bullying policies.  Local Boards may want to consider adding the 
following paragraph to this policy to address this. 

 
OPTIONAL SECTION: Staff/Student Training and Procedures 
 
The Superintendent is authorized to institute training programs for staff and 
students designed to prevent bullying and support the goal of providing a safe, 
orderly and respectful school environment.  The Superintendent is also 
authorized to implement any administrative procedures necessary to carry out 
this policy.   

 
 
Legal References: 20 USC ¤8921 (Gun-Free Schools Act of 1994)  
 20 U.S.C. § 7151 (No Child Left Behind Act) 

                     5 MRSA ¤ 4681 et seq. 
                     17-A MRSA ¤ 2(9); 2(12-A) 

          20-A MRSA ¤¤1001(9), (9-A), (15); 6552 
 P.L. 2005, ch. 307 

 
Cross References: ACAA - Harassment and Sexual Harassment of Students 

ADC - Tobacco Use and Possession 
EBCA - Crisis Response Plan 
JFCK – Student Use of Cellular Telephones and Other Electronic   

   Devices 
JIC – System-wide Student Code of Conduct 
JICH - Drug and Alcohol Use by Students 
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JK - Student Discipline 
JKD - Suspension of Students 
JKE - Expulsion of Students 
JKF - Suspension/Expulsion of Students with Disabilities 
JIH - Questioning and Searches of Students 
KLG - Relations with Law Enforcement Authorities  
or: KLGA – Relations with School Resource Officers and 
 Other Law Enforcement Authorities 
 

 


